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Executive Summary 

With the advent of broadband mobile access technologies, such as GPRS and 3rd generation mobile 

communication standards (UMTS) and the merging of hand-held computers with mobile telephones, 

today’s wireless service providers are focusing more and more on value added services to augment 

their traditional voice revenue streams. This shift in business strategies is significantly impacting the 

complexity of the network infrastructure, which in turn is requiring network-monitoring applications to 

more accurately identify and pinpoint troubles. This trend is introducing a new paradigm called 

service-based monitoring such that monitoring applications not only have to understand the network 

interconnectivity but also have to analyze the services that are being transported.   

This paper describes the new challenges associated with service-based monitoring that wireless 

network-monitoring applications need to master and articulates some requirements that need to be 

met in order to provide network operators with the information they need to maintain their networks. 
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1 Introduction  

Service-based monitoring requires an additional level of intelligence over network centric monitoring 

systems. A service network essentially consists of three levels:   

1. The network layer. This is the existing network infrastructure that provides basic user 

connectivity.  

2. The service-enabling layer. These are the additional network elements that provide the 

functionality and connectivity to transport the service.  

3. The service layer. This is the perspective that the users and content providers have of the 

service. The infrastructure is transparent to them. Diagram 1 depicts these three layers. 

 

 

Figure 1: Service Overlay Networks  

With traditional network-centric monitoring applications, data from the network links is captured and 

analyzed so an operator can understand how effectively the network is transporting traffic. When a 

new service is added the network centric viewpoint can be augmented by capturing data from the new 

network interconnections. This is shown in Figure 2.  
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Figure 2: Network Centric Collection Points  

However, in order for an application to provide service-based monitoring, it requires an understanding 

of the content providers’ and users’ perspective, which is at the service layer. Therefore, the 

monitoring application not only has to detect that the service traffic was delivered (network centric 

monitoring) but also has to determine if the service providers and consumers viewed the service as 

being delivered. This is shown in the following diagram.  

 

Figure 3: Service-based Monitoring Perspective  
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This whitepaper describes the new paradigm wireless network operators are facing and the 

implications this has on developers of network monitoring applications. Multi-Media Services an 

example of this new "service-based monitoring" concept, and is used as a reference to articulate some 

of the challenges and attributes associated with application software that satisfy this new paradigm.  

2 Service-Based Monitoring  

Today’s mobile subscribers are significantly more aware of the capabilities that mobile phones can 

bring to enhance their personal communication needs than those of just a few short decades ago 

where voice connectivity was the only service in demand. We have seen wireless users embrace text-

messaging services with the introduction of GSM and we are on the leading edge of the next 

technological wave of Multi-Media Services which allows users to send audio and video content from 

their mobile handsets. Users are challenging the network providers for both more complex and more 

reliable mobility-based services.   

For traditional voice and text-based applications, the service provider’s main concern is to ensure 

network connectivity, while the content of the data being transported is essentially ignored. This focus 

has been reflected in today’s network-monitoring applications, as they tend to provide statistics and 

alarms related mainly to network connectivity and performance. However, network centric monitoring 

is insufficient for these new multi-media services as the user’s experience also relies on the integrity of 

the service at the application level.   

With the introduction of instant messaging, visual-calls, "see-what-I-see" instant visual push, presence, 

chat, voice- and video-conferencing, gaming, Push-to-Talk, Push-to-View services a new platform will 

be introduced into the network topology: The IP Multimedia Subsystem (IMS).   

IMS is a control platform for multimedia services internationally standardized by 3GPP, which is also 

responsible for the UMTS standard.  With IMS the mobile network operator can give subscribers 

access to an easier and more natural world of communication.  

Until now, subscribers were barely able to phone each other and tap into common data services at the 

same time. IMS has the power to combine real-time services such as voice and video telephony with 

non-real-time services. Operator and national boundaries no longer represent an obstacle, nor does 

the radio technology employed for access.  

The maintenance of the service can only be performed by analyzing both the network’s ability to 

deliver the service and the semantics of the data as it passed through the network. As consumers 

demand rapid introduction of new services to the mass market, so do users of monitoring and service 

surveillance platforms insist on intelligent and comprehensive solutions. This is the main driver for 

service-based monitoring of network management applications.  
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3 Challenges for Network Monitoring Applications  

There are a number of significant challenges that need to be addressed, as developers of network-

monitoring application start to embrace the new service-based monitoring paradigm and meet the 

needs of wireless network providers. The most significant of these are:  

 Network Complexity  

 Protocol Standards  

 Message Fragmentation  

 Message Correlation  

 Service Based Alarms and Statistics  

3.1 Network Complexity  

The introduction of new services into a service provider’s network generally requires new infrastructure 

to either support the new service or to allow access to external operators that are providing the 

service. This means new node types and new interconnection types need to be incorporated into the 

network-monitoring application.  

Additionally, in order to obtain sufficient information to perform trouble analysis, applications must 

collect data from a myriad of links spanning various telecommunication networks, such as the GRPS 

network, the SS7 network, the IP network and the new service network. Not only does a new service 

offer increase the complexity of the service provider’s network it also places more demands on the 

parallel data collection network that has to funnel all the information to the network monitoring 

application.  

3.2 Protocols  

Most modern networks deploy services built on the industry ISO 7-layer protocol stack. This stack 

provides clear delineation between transport and application protocols. Up to now, most network 

monitoring applications only needed to decode the first 4 layers to ascertain sufficient information to 

identify and locate network problems. With service-based monitoring the entire protocol stack needs to 

be interpreted as most of the service information is contained in the highest protocol level.  

In addition, as though wireless protocol decoding isn’t complex enough with deciphering and tunneling 

elements embedded in the protocol, new services mean new protocols. This increases both the 

complexity of the protocol stack and the number of protocols that need to be analyzed.  

3.3 Message Fragmentation  

Due to the intricacy of providing wireless services and bandwidth constraints, wireless protocols were 

developed to be very compact to reduce the amount of data being transported through the network. 
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New services that are based on computer networks using hard-wired connections do not adhere to 

these wireless protocol principles. Thus many self-contained logical units of information have to be 

split apart in order to be transported over the network. The service-monitoring application has to 

reassemble all these fragmented pieces back into a single logical entity to obtain the appropriate 

service information.  

This reassembly process is not limited to a single protocol layer but in fact has to be applied at 

multiple levels. For network-monitoring applications that are concerned about potential interruptions in 

the data collection network, this adds significant complexity to their data recovery strategy.  

3.4 Message Correlation  

There are two facets of message correlation that need to be considered by service-based applications. 

The first was alluded to above in the section concerning network complexity. Since there are many 

sub-networks that are required to provide a service, information needed to analyze any given 

message is likely distributed over these sub-networks. All this information has to be retrieved and 

correlated to ease the task of the network troubleshooter.  

The second aspect of message correlation is based on service awareness and can be conceptually 

thought of as session correlation. Most new services incorporate a variety of communication 

exchanges, called a session, between the originator of the content and the destination party in order to 

ensure that it received when and where the destination party prefers. Correlating this session 

information to ascertain if the service is delivered successfully or not is a key requirement for service-

based monitoring applications.  

3.5 Service-Based Alarms and Statistics  

The ultimate goal of any network-monitoring system is to notify operations that the network is not 

transporting network traffic according to the service provider’s intent. With historical applications, this 

is usually limited to identifying network connectivity and data transport issues. With service-based 

monitoring, the network traffic might actually be transported correctly, but hidden inside the data might 

be indications that the desired service is not performing as expected. In this case, the traditional 

network alarms are not applicable and new service-based alarms are required.  

Similarly with monitoring reports, these are generally geared to network performance based on 

connection and control plane metrics and flag elements within the network that are performing outside 

of the desired tolerance. Since service networks are overlaid on existing transport networks, standard 

reports will provide an incomplete and fragmented view of the service.  

Service-based alarms and reports must provide information on how well the service is performing. In 

addition, they must also identify which underlying network is contributing to the degraded 

performance.  
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3.6 Multi-Media Services  

Multi-Media Service (MMS) is an example of a new wireless offering that is pushing network providers 

to consider service-based monitoring applications. This section provides a brief introduction to MMS 

and then relates how the above service-based monitoring challenges apply to the introduction of this 

service.  

3.7 MMS Network Description  

The objective of a MMS Network is to facilitate the sending, receiving and storage of Multi-Media 

messages among users and providers of Multi-Media Services, such as: Mobile Subscribers (via WAP 

gateways), Value Added Service Providers, (VASP), and Email servers. At the heart of this network is 

the Multi-Media Service Controller (MMSC), whose function is to provide the routing intelligence, 

protocol conversion, storage capabilities, etc. Architecturally, this network element consists of multiple 

components but for simplicity it will be considered as a single node.  

An integral part of the service definition are the high level protocols that have been developed to 

provide the communication attributes needed to send MMS content through existing IP and GPRS 

networks. These new protocols are:  

 MM1 – MS to MMSC communication  

 MM3 – MMSC to Email communication  

 MM4 – MMSC to foreign MMSC communication  

 MM5 – MMSC to HLR communication  

 MM7 – MMSC to VASP communication  

MM3, MM4 and MM7 are built on direct node to node interfaces between the MMSC and the 

corresponding service element. MM1 and MM5 however, are overlaid on the underlying GPRS and 

GSM networks that that includes the following nodes:  

 SMSC  

 GGSN  

 SGSN  

 BSC(PDU)  

 HLR  

Additionally, MMS uses SMS to augment service delivery when dealing with legacy (non-MMS) and 

unattached subscribers. Consequently, there are approximately 30 different protocols involved in 

providing complete MMS functionality over the GPRS, GSM, and Internet networks.  

The following diagram depicts the nodes and connections involved in overlaying an MMS network on a 

mobile network.  
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Figure 4: Multi-Media Services Overlay Network  

3.8 MMS Protocols Description  

The MMS protocols collectively define a service for transporting Multi-Media messages among 

wireless mobile subscribers and internet users. As mentioned above there are 5 main protocols that 

deal with the both the internal interfaces to the service provider’s GPRS network and GSM network 

and the external networks to the Internet and VASP. The following paragraphs provide a brief 

description of these protocols.  

MM1 is the protocol that a Mobile Subscriber users to interconnect to the MMSC. This protocol 

provides for delivering multiple Multi-Media content to a number of recipients. It provides for 

notification reports such as content delivered and content read. MM1 is built on HTTP between the 

WAP and the MMSC and on WSP between the WAP and the Mobile Subscriber.  

MM3 is the protocol that the MMSC uses to interface to email services on the public Internet. This 

enables the Mobile Subscriber to send content to email addresses instead of just to other mobile 

users. MM3 is accomplished via SMTP messages.  

MM4 is the protocol that the MMSC uses to connect to foreign service providers, that is MMSC to 

MMSC.  MM4 allows Mobile Subscribers to exchange MM content and report notifications with 

subscribers in other networks. This protocol is based on SMTP.  

MM7 is the protocol that a Value-Added Service Provider uses to communicate with the MMSC. It 

allows bulk distribution of MM content to many Mobile users simultaneously. It also allows MM users to 

interact with the VASP. This protocol is based on HTTP and SOAP.  
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WSP stands for Wireless Service Protocol and is essentially HTTP trimmed down and compressed for 

transport over the wireless network.  

SMTP is the Simple Mail Transport Protocol and is used ubiquitously throughout the public Internet for 

email exchange.  

SMPP is the Short Message Peer-to-Peer protocol and used for sending short text messages over the 

wireless network. SMS messages can be sent over either GSM or GPRS protocols. Since not all 

Mobile Subscribers have MMS compatible phones an alternative method had to be found to notify a 

recipient that MM content was being sent. The solution was to use SMS notification as virtually all 

mobile users have phones which support this capability to day.  

3.9 Challenges Associated with Monitoring MMS Networks  

The introduction of MMS for wireless network providers is the first significant service that networking 

monitoring applications are likely to incorporate into their portfolio. The next few sections relate the 

challenges above to service-based monitoring of MMS.  

Network Complexity: An MMS service network requires a number of additional network connections 

that increase the complexity of the network, such as:  

 MMSC to WAP GW  

 MMSC to VASP  

 MMSC to foreign MMSC  

 MMSC to email  

 MMSC to SMSC  

 MMSC to HLR  

 MMSC to DNS  

 MMSC Relay to MML  

 WAP GW to GPRS GGSN  

 WAP GW to SMSC  
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These new interfaces increase the complexity of the monitoring systems in a number of ways. First of 

all these are IP over Ethernet based protocols and new data collection equipment may be required to 

monitor these interfaces. Secondly, most IP networks involve routers and switches, which mean that 

many various types of traffic are all carried over the same physical link making it difficult to identify the 

appropriate logical link.  

Protocol Standards: An MMS network, as shown above, comprises many different protocols, for 

example: MM1, MM3, MM4, MM5, MM7, SMPP, HTTP, SMTP, and SOAP, to name a few. All of these 

protocols have to be decoded and the content analyzed to provide service-based monitoring. In 

addition, since MMS is a new standard, it is still being refined and enhanced and monitoring 

applications must be constantly upgraded to support the new versions.  

Another challenge with MMS, similar to wireless, is that there are multiple standard organizations all 

contributing to the service and each provides their own flavor of the application interfaces. For 

example, the OMA group and the 3GPP group are both defining protocol definitions for different 

portions of the network and, although they are similar to each other, they are not perfectly aligned.  

Message Fragmentation: Another complexity associated with being an IP-based network is the 

susceptibility of messages to fragmentation, as both TCP and IP support this functionality. This means 

that incoming messages have to be analyzed and correlated to rebuild the single logical transaction.  

In addition, SMTP provides additional complexity at the application level. With most protocols the 

message is encapsulated as a single application message (which may be transported as layer 2 

fragments), however SMTP partitions an MM3 into multiple logical messages. To reassemble an MMS 

message built on SMTP, the MMS logical message has to be reconstructed from the corresponding 

SMTP sequence of messages.  

Message Correlation: Since MMS services are end user-to-end user logical communications, 

origination and destination identifiers are adapted to the end-user’s perspective, such as: email 

addresses, MSISDN identifiers and VASP short codes. Each format needs to be correlated to the 

network operator’s view of the mobile subscriber’s identity. Additionally, tracking MMS transactions 

relating to the same logical MMS user session across the network require additional correlation of data 

obtained from one message type on one interface with other message types on other interfaces. For 

example, an incoming MMS message may specify the end user identity as an MSISDN, but the MMSC 

may need to perform an HLR query to obtain the user’s IMSI in order to process the message and 

continue the transaction. The HLR query message must now be obtained and correlated to the MMS 

messages so that the network operator can analyze the entire set of transactions used to complete the 

service.  

Service-Based Alarms and Statistics: To effectively trouble shoot a service, the network operator must 

be able to easily identify the source of the problem, be it one of the transport networks, one of the new 

service elements, the end user or the service provider. The challenge is to accurately assess which of 

these components is the main contributor; this requires a 2 dimensional approach to error analysis.   
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The first dimension is to analyze the MMS error codes in an attempt to identify the source of the error, 

be it the MMSC, the end user or some other network component. The second dimension is to analyze 

the MMS traffic and determine if there is any anomaly related to the amount and type of traffic being 

transmitted.  

This strategy will allow operations to first focus on the segment of the network that is suspect. In a 

large complex network with multiple components, this is a critical factor for a network operator to 

achieve rapid resolution times.  

4 Requirements for a Service-Based Monitoring 
Application  

Understanding the challenges network monitoring applications face, in order to provide effective 

trouble shooting information to the service provider, is just the first step. The second step is to build 

the effective monitoring application. Addressing these challenges requires that service-based 

monitoring applications incorporate a number of attributes:  

4. Network perspective  

5. Flexible data encapsulation  

6. Versatile output  

7. Scalable deployment  

4.1 Network Perspective  

A network perspective means that the application views the entire network as a single comprehensive 

network and not a disjoint set of subnetworks. Too often network monitoring applications are built to 

satisfy the requirements of a single network type, which causes difficulty if the network operator tries to 

extend it to other network types. However, since user based services are transported over diverse 

communication networks, it is imperative that any monitoring system treats the entire set of 

subnetworks as a holistic entity.  

4.2 Flexible Data Encapsulation  

The information obtained in actual messages that transverse the network will differ in form and content 

from service to service, protocol to protocol, and message type to message type. In order to provide 

rapid introduction of new services, or even incorporating new versions of a protocol, a service-

monitoring application must use flexible data encapsulation. If data is collected, analyzed and 

displayed in the same format it appears in the message then even small changes to the protocol will 

be expensive to incorporate.  
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4.3 Versatile Output  

As network-monitoring applications migrate to service-based monitoring, the variety of users of the 

application will expand as well as the methods used to process the information. For this reason, the 

application must incorporate a versatile method of delivering the information it has derived, be it via a 

GUI, an alarm, a file, a data stream or even flashing lights. There are no boundaries to a user’s 

expectations.  

4.4 Scalability  

As networks expand, merge, and even collapse, the need for a scalable architecture is even more 

critical for Service-based monitoring applications. By focusing on the service instead of the underlying 

infrastructure, it becomes impossible to predict where and how the traffic is coming from. Many 

forecasting models become quickly out of date as soon as new services are developed that obsolete 

older ones. Deploying new technology may either increase traffic or decrease traffic in any part of the 

network. Consequently, service-based monitoring applications must be easily expandable or 

contractible as the number of users, the number of network link, and the amount of data grows or 

shrinks.  

4.5 NexusNETVIEW  

NexusNETVIEW meets all the criteria required to provide a comprehensive service-based wireless 

networks monitoring application. It monitors GSM, GPRS, UMTS and MMS network topologies by 

using state of the art hardware and software technologies with a flexible, scalable architecture.  

NexusNETVIEW provides a holistic network perspective of the MMS service. It analyzes data from all 

the underlying transport and service networks that are used in completing the service. It can extract 

the required data from the GPRS/UMTS network access technology interfaces, the GSM HLR 

provisioning queries, the ATM backbone transport network, DNS public internet queries, SMS 

messages and correlates them all with the MMS transactions to provide a complete view of the 

service-provider to service-consumer session. Performance monitoring and trouble shooting are easily 

performed using the visual GUI or reports that enables the network operator to quickly and accurately 

identify root problems regardless of source, be it one of the transport networks, the service network, 

the service provider or the service user.  

NexusNETVIEW is based on a modular software architecture and data handling methodologies that 

enables rapid deployment of new services, new protocols, and new customer requirements. By 

partitioning the data collection, protocol decoding, service intelligence, message correlation, GUI and 

reporting functionality into self-contained modules with well defined interfaces, the architecture 

reduces the service complexity into easily managed components. Once the data is collected it is 

encapsulated into generic service elements that allow easy adoption of new protocol versions, new 

protocols and new services.  
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NexusNETVIEW has both robust software and hardware architectures that enable scalability along all 

three growth-dimensions: network interfaces, network traffic and operational users. Thus 

NexusNETVIEW is both cost effective for the small service provider that provides myriad services on a 

few elements to huge providers that by necessity have well defined subnetworks. As the service 

provider’s offerings change, NexusNETVIEW is easily adapted to meet the new requirements. 

5 Conclusion  

One of the most significant observations made in the mid 1900’s was Moore’s Law of technology, 

which states that the number of transistors per square inch on integrated circuits will double every 

year. As a result of this phenomenon, the rate of change in the telecom industry is an order of 

magnitude greater than it was prior to the invention of the silicon chip. New services, new 

technologies, new protocols, even new users’ perspectives are all having a profound impact on the 

way service providers operate. This in turn has placed a greater demand on the developers of network 

monitoring applications to provide solutions that are more intelligent, more adaptable and more cost 

effective than ever before. In order to compete, tools must not only meet the requirements of today’s 

network but also those of tomorrow.  

As shown above, the migration of the network provider’s perspective from a network-based to a 

service-based paradigm is having a significant influence on developers of network monitoring 

applications. The issues identified here are just the beginning of a new wave of challenges these 

developers are facing in order to satisfy the ever changing needs of the network service provider. For 

these developers to provide cost effective and adaptive systems, it is imperative that their software 

and hardware architectures adhere to the basic requirements outlined here. Without this fundamental 

infrastructure in-place these tools will quickly become network operators’ liabilities instead of assets.  
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6 About Nexus Telecom 

Founded in 1994, Nexus Telecom is a privately-held company with headquarters in Zurich, 

Switzerland and regional offices in Canada, Chile, South Africa and Pakistan. With over 200 

employees, Nexus Telecom is a major OSS/BSS vendor delivering sophisticated state-of-the-art 

telecom management solutions to 2G, 3G, NGN and VoIP service providers and network operators 

worldwide. 

Nexus Telecom - Network and Service Investigation 

Nexus Telecom provides investigation tools and techniques with which telecommunication service and 

network malfunctions and degradations can quickly be determined and successfully solved. Based on 

scientific analysis methods, these investigation, troubleshooting and monitoring tools help to unravel 

the hidden secrets behind often complex and mysterious service malfunctions. 

Product Portfolio - Full range of investigation too ls 

Nexus Telecom offers a wide range of such investigation tools used to effectively study problem 

cases, to collect and process transaction 'evidence' data, to correlate and combine events, to translate 

and decrypt transaction details and ultimately, to solve the case and fully 

restore the respective service quality. Clearly, such tools are 

indispensable to network operators and service providers who are 

committed to improving service quality to all their business and residential 

customers. 

Nexus Telecom - Partners and Customers 

With solutions deployed in over 100 countries, Nexus Telecom’s installed 

customer base spans the globe, assuring service quality and revenue 

streams for many of the world's best-known telecom operators. For small and 

large service providers alike, including the world's largest GSM/UMTS network operated by T-Mobile, 

the highly scalable and modular end-to-end solutions from Nexus Telecom maximize the service 

provider's competitive edge through excellent ROI, quick and smooth launch of new services, and 

greatly increased end-customer satisfaction. 

Nexus Telecom’s fast time-to-market strategy is to gain early in-depth know-how about upcoming 

network technologies through strong development partnerships with leading network equipment 

manufacturers such as Nokia Siemens Networks, Nortel and Alcatel Lucent. 
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