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1 Scope 

In today's competitive environment, wireless service providers are expected to provide their end users 

with the highest level of Quality of Service (QoS). In traditional circuit-switched networks, passive 

signaling monitoring systems are considered as the state-of-the -art solutions for providing insight into 

the networks' performance. In the new 2.5G (GPRS) and 3 (UMTS) networks this type of passive 

monitoring is not sufficient. The packet-switched part, that extends the 2G network, requires new 

monitoring concepts  

This paper describes the monitoring approach for converging networks where circuit switched and 

packet switched are running in parallel and interact with each other. 

2 Challenges in 2.5/3G Service Monitoring 

The challenge in packet-switched technology is how to gather information from the network regarding 

the provision of services in a cost-effective manner. While 2G networks are totally circuit-switched, 

2.5G and 3G differ because:  

 2.5G uses packet-switched technology for data communication, whereas the  

 3G Release 5 user plane is entirely based on packet switched technology.  

 

Figure 1: 2.5G and 3G (Release 5) 



 

WHITE PAPER  |  Nexus8620 Monitoring Converged Networks  |  V2.1  |  25MAY2007  |  © Nexus Telecom Page 4 of 14 

2.1 Challenges in usage of Network Resources  

A circuit switched network is based on the principle that every user connection has dedicated 

resources allocated for the duration of the call. This means, when a connection is established a fixed 

bandwidth is guaranteed for the duration of the connection. Therefore it is accepted practice to monitor 

the signaling for establishment and release of the connection. The results of the monitored signaling 

are taken as a positive indication that the user had an established connection, and not by monitoring 

the traffic channels as such. This is the reason behind network operator's using passive SS7 

monitoring systems to indicate the QoS of their 2G network.  

A packet switched network in contrast does not bind resources for each single connection but shares 

them between many users. So when a connection is successfully established the end user might 

perceive varying QoS during the entire duration of the connection. It is therefore not sufficient to 

monitor only signaling information, bearer channels and their user content also have to be monitored.  

Another significant difference between circuit- and packet-switched connections is the way they are 

used. Circuit switched calls normally have a finite life because the end user is billed by the duration of 

the call. Packet switched connections tend to be infinite and the end user pays for the bandwidth 

supplied, the agreed service level and/or the number of bytes received etc.  

2.2 Challenges with new Business Models  

The design of convergent networks enables the use of new business models. lt is not only the network 

operator that provides all the services to the end-user. Rather data connections from the end-users go 

to different ISP (Internet Service Providers) and ASP (Application Service Providers). Service Quality 

provided by the ISP/ASP will be a major contribution factor to the QoS perceived by the end-user 

customer.  

lt is also possible that multiple operators will share the same basic network infrastructure and 

operational services. Different providers could deliver voice and data connections over the same 

physical network. The new business models will Iead to greater fragmentation in wireless markets. 

This fragmentation will have an impact an the revenue stream of the network operators and the 

service providers, as the fees paid by the end-user will be divided amongst the various parties that 

cooperate in the provision of service. 
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Figure 2: Business Model 

2.3 Technology Challenges 

Compared with 2G networks, 2.5G and 3G networks have new technology related issues that impact 

the concept of deploying a network -wide monitoring solution. The most significant issues are related 

to the monitoring of services:  

 Large transmission pipes utilized in 2.5 and 3G Networks have user and control plane information 

combined and encapsulated. To extract the signaling information, the Network Operator will have 

to monitor and process all packets, both signaling and user plane. The effective bearer channel 

traffic will be much higher than the associated signaling traffic in 2G networks. While it is practical 

to collect and store all signaling messages for an entire 2G wireless network for days, bearer 

channel information cannot be handled in the same way due to the required level of processing and 

storage requirements. lt would be possible to monitor and stare information for only a small 

proportion of links. In 2.5 and 3G networks it is practical to monitor and stare the control and user 

information for selected links. This would only be beneficial, if for mobile subscribers, the selection 

would follow dynamically. Otherwise parts of the communication exchange would most likely be 

lost.  
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Figure 3: Monitoring Effort in 2G vs. 3G 

 Ciphering: On certain interfaces the content of the connections is ciphered.  This is the strength of 

the standard by which a high level of security for virtual operators is assured. To be able to monitor 

ciphered signaling, the passive monitoring equipment will require the additional information from 

the network to de-cipher the message packets. This supplemental de-ciphering data will have to be 

held in a database containing the subscriber data (IMSI / TMSI), location information and the cipher 

keys associated with the last connection established.  

 There is certainly a question over security that has to be addressed when this type of data is stored 

on a monitoring system. In addition, deciphering will require complete coverage and decoding of 

the network to guarantee that all calls can be captured and this will be expensive to deploy across 

the whole network.  

3 Today's GPRS Situation  

Today's 2G wireless networks use passive SS7 monitoring systems to monitor QoS delivered to end 

users. Since 2.5G and 3G wireless networks consist of an additional packet switched part, active 

signaling monitoring systems have to complement the new monitoring concept by taking the following 

issues into consideration:  

 More participants in the revenue stream of packet switched connections (ISP/ASP) will lead to an 

effective decrease in revenue for pure network operations.  

 Content of the bearer channel or user plane is an essential part of the QoS as perceived by the end 

user.  

 Permanent monitoring will be expensive when considered in relation to infrastructure cost and 

revenue of network operations.  
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 The volume of data to be processed by a monitoring system will require fast, large storage 

systems. Ciphering and the amount of data generated through content will exacerbate the large 

volume of data to be processed.  

 QoS has to take into account customer interaction. Monitoring data throughput in a passive way 

and to compare it with the end users Service Level Agreement or the agreed data rate of the 

specific session is not sufficient because the amount of data requested by the user is unknown. 

Therefore, the service monitoring system needs to be an active part of the connection.  

 Partial monitoring of a limited number of subscribers can be advantageous, however, is not 

recommended for complete network monitoring because of the following limitations: 

-  A random selected group of end users will not necessarily be a representative sample. 

-  Specific focus on critical services is not practical.  

-  The targeted customer group, being "traveling data users," cannot be tracked as they move to 

the next location.1  

-  Troubleshooting based on random data is very much hit and miss, therefore impractical.  

 The end user will perceive an end-to-end QoS that is influenced by several different parties, from 

the ASP/ISP to the network operator.  

 The complexity of 2.5G and 3G networks is higher than 2G networks. On the other hand the new 

packet switched network parts are of lower cost compared with the circuit switched part. Therefore 

the cost for monitoring solutions may not grow with the increasing complexity.  

An overall or network wide passive monitoring system for signaling and user packet data would be 

complex and expensive both to deploy and maintain. Therefore an active monitoring approach is 

recommended as an alternative solution.  

4 Services Monitoring Solution Concept  

The overall monitoring concept consists of four parts that are inter-linked:  

 Passive monitoring of MAP signaling links (For UMTS/GPRS: Gr, Gs, Gf, Gd)  

 Active on-demand monitoring of data sessions  

 On-demand on-line trouble shooting for data path  

 Data from network elements for session statistics and dimensioning of the network  

                                                      
1 Especially long lasting data connections might travel over multiple location areas keeping the same 
ciphering keys. 
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Figure 4: Test System 

4.1 Passive monitoring  

Passive monitoring is used for links where concentrated signaling information can be captured. In 

UMTS (GPRS) Networks, this is the case with Gr, Gs, Gf, and Gd-lnterfaces. Here the collection and 

storage of signaling data from the entire network traffic is possible for a few days in a cost-effective 

manner.  

The service critical network interactions can be monitored and alarmed with the lowest possible effort:  

 Accessibility:  

-  GPRS attach/detach procedures/success and error rates  

-  IMSl attach/detach procedures/success and error rates  

 Mobility:  

-  Location Area Update inter SGSN2  

-  Routing Area Update inter SGSN  

                                                      

2 Intra SGSN Location and Routing Area Update can only be seen if security functions are to be exchanged, a node internal 
handover is not seen as a first priority routine to be monitored  
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-  UMTS-GSM System Interchange  

-  GSM-UMTS System Interchange  

 Roaming:  

International Roaming monitoring based on MAP interactions for  

-  Global Title  

-  Carriers  

-  Signaling links  

For further analysis, CDR generation from these signaling procedures can be used far statistics, 

planning and fault analysis.  

4.2 Active monitoring  

Active monitoring is used for the content of the bearer channel for packet switched connections. In this 

case it is much more economic than passive monitoring. The concept of active monitoring is based an 

simulation of end users at a number of interfaces in the network In 2.5G networks access paint will be 

Gb, in 3G the Iu interface.  

 

Figure 5: Connection of Test System in the Network 
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While the passive monitoring approach provides a complete picture of the network, the active 

monitoring method provides a set of information relating to sample end users. With this information 

and by means of statistical methods a network picture can be calculated, but with a certain level of 

probability and accuracy.  

The level of probability or confidence is directly linked with the number of samples, in this case 

number of calls (see Figure 6)  

 

Figure 6: Confidence Level vs. Number of Calls 

In general two types of active test concepts exist (see Figure 7):  

 One-paint monitoring method: End users are simulated that access services in the real network. In 

this case the end-paint of the connection is not under control of the test system.  

 Two-point monitoring method: Simulated end users access end-paints that are under control of the 

test system. In this case same additional parameters can be measured, e.g. delay times, lost 

packets etc.  
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Figure 7: Two Monitoring Concepts 

Examples Parameters That Can Be Measured 

 Transmission related parameters:  

-  Delivery order of the packets  

-  Number of transmitted, received and lost packets  

-  IP packet lost ratio  

-  Number of packet with CRC errors  

 Service related parameters:  

-  Mobile and IP address registration, success rate and delay times  

-  Reaction an download request  

-  Transfer delay  

 Comparison with negotiated QoS parameters during connection set-up:  

-  Minimum, maximum and average bit rate  

-  Packet size  

4.3 On-demand trouble shooting  

Trouble shooting is an important part for problem resolution that needs to be integrated into the 

workflow with Threshold and Alarm supervision of active and passive monitoring components of a 

solution. For signaling Interfaces it can be done from historical data. Due to the huge amount of data 
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generated by interfaces with encapsulated data and signaling, storage and permanent decoding is not 

cost effective.  

Therefore historical analysis is recommended for the concentrated signaling path including the 

traditional SS7 Network and all MAP signaling interfaces of the UMTS/GPRS networks. Also the data 

path requires capability for centralized trouble shooting. To do this in a cost effective manner it should 

not require probes on each Interface, but probes that can be flexibly assigned to the assumed source 

of problem. This could be done in the case of Iu or Gb interfaces by means of a multiplexer that routes 

the requested interface to the appropriate probe, or selective analysis on specific tunnels or 

connections on the IP Network.  

4.4 Data from network elements 

The fourth part of the Service Monitor Concept is the analysis of data from the network elements (NE) 

as is normally done in standard data networks. This is a very economical way of obtaining network-

wide information, but has some obvious deficiencies:  

 Overloaded network elements reduce bad by switching of information gathering, which leads to 

lack of information in critical network situations.  

 Defective network elements provide alarms, but might result in the loss of historical Information that 

makes it impossible to identify the cause of the crash.  

In stable networks the use of NE information is very beneficial. Even so the main focus shall be put on 

trend analysis and dimensioning rather then on actual overload situations. Trend analysis gives an 

indication for possible overload situations and actions can be taken before a critical situation arises.  
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5 About Nexus Telecom 

Founded in 1994, Nexus Telecom is a privately-held company with headquarters in Zurich, 

Switzerland and regional offices in Canada, Chile, South Africa and Pakistan. With over 200 

employees, Nexus Telecom is a major OSS/BSS vendor delivering sophisticated state-of-the-art 

telecom management solutions to 2G, 3G, NGN and VoIP service providers and network operators 

worldwide. 

Nexus Telecom - Network and Service Investigation 

Nexus Telecom provides investigation tools and techniques with which telecommunication service and 

network malfunctions and degradations can quickly be determined and successfully solved. Based on 

scientific analysis methods, these investigation, troubleshooting and monitoring tools help to unravel 

the hidden secrets behind often complex and mysterious service malfunctions. 

Product Portfolio - Full range of investigation too ls 

Nexus Telecom offers a wide range of such investigation tools used to effectively study problem 

cases, to collect and process transaction 'evidence' data, to correlate and combine events, to translate 

and decrypt transaction details and ultimately, to solve the case and fully 

restore the respective service quality. Clearly, such tools are 

indispensable to network operators and service providers who are 

committed to improving service quality to all their business and residential 

customers. 

Nexus Telecom - Partners and Customers 

With solutions deployed in over 100 countries, Nexus Telecom’s installed 

customer base spans the globe, assuring service quality and revenue 

streams for many of the world's best-known telecom operators. For small and 

large service providers alike, including the world's largest GSM/UMTS network operated by T-Mobile, 

the highly scalable and modular end-to-end solutions from Nexus Telecom maximize the service 

provider's competitive edge through excellent ROI, quick and smooth launch of new services, and 

greatly increased end-customer satisfaction. 

Nexus Telecom’s fast time-to-market strategy is to gain early in-depth know-how about upcoming 

network technologies through strong development partnerships with leading network equipment 

manufacturers such as Nokia Siemens Networks, Nortel and Alcatel Lucent. 
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