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Abstract 

This paper explains how the NexusMETER performance reporting solution from Nexus Telecom 

achieves Carrier Class SNMP reporting for IP networks and then outlines the benefits of 

NexusMETER Carrier Class SNMP in terms of cost savings, reliability and customer satisfaction. 

Based on its Virtualization Layer Architecture, which is implemented in NexusMETER’s highly reliable 

and scalable SNMP Data Collector, it is shown how an international carrier network of more than 

50,000 interfaces is being managed with 40% better performance compared to all other competitive 

products on the market. 

The paper starts by analyzing in detail the well-known architectural and implementation deficiencies of 

the SNMP protocol, with particular regard to the carrier requirements on reliability and scalability. 

Experienced SNMP readers can skip this section and go straight to the “Introducing Carrier Class 

SNMP from Nexus” chapter, which explains how the unique features of the SNMP Data Collector 

software allow for true carrier class data-collection. 

NOTE: NexusMETER is Nexus Telecom’s next generation network reporting tool for multi-vendor 

fixed and wireless network protocols. More information can be found at:  

http://www.nexusmeter.com  

For further details about NexusMETER, please read the online FAQ. 
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1 Introduction 

SNMP has a reputation for being a complex, unwieldy and annoyingly hard to manage management 

system and, despite the improvements from the original SNMP RFCs, the system still has flaws that 

make its reliability, efficiency and scalability problematic. Nexus Telecom has successfully introduced 

a performance management system — NexusMETER — that extends Carrier Class reliability and 

scalability to SNMP manageable devices. The NexusMETER Carrier Class SNMP Solution has proven 

to work in real live networks and, more importantly, it has proven in evaluations to be significantly 

better that competing offerings. This white paper explains how NexusMETER achieves this. 

 

Figure 1: The Traditional SNMP Monitoring Model 

1.1 Inherent Difficulties with SNMP — Background Information 

SNMP (Simple Network Management Protocol) refers to a set of related standards for network 

management, including a monitoring and control protocol that connects the network element with the 

management computer(s) and, thus, to the people in charge of the network. SNMP also defines a 

database structure and is used in this paper as shorthand to refer to a number of defined network 

monitoring and control capabilities that are achieved via the SNMP protocol and the database objects 

defined for particular network elements. 

SNMP is the standard adopted by the IP/data networking world for the control and monitoring of 

devices. SNMP was developed by the IETF and is defined in a number of RFCs. It has evolved over 
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time, but the IETF’s generally practical outlook means that SNMP has avoided the theoretically nice 

but impractical and irrelevant elements that emerge from less pragmatic standards bodies. SNMP is 

therefore a critical component of any managed network, since SNMP is the glue that lets managers of 

a network use the management system of their choice to manage all the devices in the network, 

regardless of the device vendor or the management application. The result is not perfect, but it is 

undoubtedly better than the alternative: multiple vendor-specific control mechanisms. 

SNMP is a classic example of a protocol that has grown beyond the intentions of its original authors. 

Because OSI systems management has made slow progress, SNMP has filled the gap and become 

the dominant standardized network management scheme in use today. However, it still betrays many 

of the shortcomings of its initial architecture which was intended, as the name suggests, to be a simple 

protocol for use in limited environments where the complexity of a more complete protocol would be 

considered overkill. 

As a result of it simple origins, SNMP has a number of limitations. Because it is primarily a polling 

protocol, and an inefficient one at that, it shows significant problems scaling to manage large 

networks. The statistical parts of SNMP are frequently only enabled at the cost of significant 

processing and memory resources on the network element. Enabling statistics collection 

indiscriminately can cause the network element to react less than optimally to abnormal events, such 

as network re-convergence after a failure, and this issue can be exacerbated by frequent querying of 

the network element when attempting to retrieve the gathered statistics. And, of course, while many 

implementations of SNMP managers suffer from poor functionality, it must also be noted that 

managers frequently have highly inefficient methods of polling the network elements they are 

monitoring: SNMP managers often fail to take advantage of SNMP’s ability to combine multiple 

requests in a single data packet and they regularly retrieve more data than required, rather than 

simply polling the data elements that they are interested in.  

1.2 SNMP Weaknesses — The Consequences  

Due to the aforementioned efficiency, reliability and scalability issues, many of the benefits of network 

monitoring and performance management are lost in large networks. Instead of accessing a global 

picture and then drilling down into potential trouble spots using the same management database, 

users often find it more effective to move between various local management systems, because the 

global system is not updated frequently enough with information from the local management systems. 

Likewise, there is the problem of erroneous statistics. Without accurate numbers it is impossible to 

make sensible predictions for future traffic growth or other similar network trends. However, not only 

do many SNMP elements report “inconsistent” numbers, they also frequently reset counts to zero after 

reporting the latest numbers. If the reported number is lost, then its reset number is retrieved, thus 

leading to numbers that are on average far too low. Needless to say, packet loss is most likely during 

periods of network congestion. If these reset numbers are used to estimate utilization, they will tend to 

be least accurate precisely when the most accuracy is required. Budgets for capital expenditure are 

highly dependent on traffic utilization trends. If the utilization trends are underreported, it is likely that 
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CAPEX budgets will not be as large as required, suddenly requiring extra-budgetary expenditure when 

actual traffic unexpectedly exceeds capacity. Such an event does not usually reflect well on those who 

are accountable for expenses, typically the network managers and their superiors. 

There is also a customer satisfaction problem associated with undercounting of statistics in a service 

provider environment. If the customer is monitoring his own SLA, he will be less than pleased if his 

reports are different from those produced by his carrier — particularly if the service provider maintains 

that the SLA is being met, when the customer believes otherwise. 

Finally, the simple monitoring of network traffic itself has an impact, which we can think of in terms of 

overhead costs that translate to reduced reliability. Clearly, the more comprehensive the network 

element querying is and the more often such querying takes place, the higher the toll or overhead on 

the network elements, which, in turn, impedes their ability to respond to events such as link failure and 

route re-convergence in timely fashion. Monitoring network traffic thus represents a compromise in 

which we need to strike the right balance between incurring overhead in order to be warned about 

potential network failure, but not to the extent that an accurate view of the network jeopardizes 

network element response and reliability.  

2 Introducing Carrier Class SNMP from Nexus 
Telecom 

Nexus Telecom’s Carrier Grade SNMP solution, NexusMETER, is designed to address the inherent 

shortcomings of SNMP just discussed.  

While it is difficult to surmount the architectural weaknesses without straying into the realms of 

proprietary protocols, it is possible to reduce their scope and limit their impact. It is certainly possible to 

reduce the inefficiency problems of network manager implementation by ensuring that the network 

manager is written in a robust and flexible manner. 

To reduce the impact of architectural weaknesses, NexusMETER introduces a “virtualization” layer. 

That is to say, rather than have the network monitoring systems directly query each network element, 

they query dedicated SNMP data collectors (or pollers) using more reliable and robust transmission 

schemes to reduce data loss. These data collectors are positioned closer to the network elements 

they are managing to reduce the likelihood of lost data due to congestion. In addition, these data 

collectors run a “keep alive” protocol between themselves, so that one collector can take over quickly 

and automatically in the event that another fails for some reason. 

Efficiency problems at the heart of implementation weaknesses are tackled by simply ensuring that the 

collectors introduced in the virtualization layer are functioning properly, since they are purely dedicated 

to polling. Thus performance data gathered from networks monitored by the SNMP Data Collector 

module of NexusMETER can be trusted to be accurate at all times. 
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The NexusMETER Carrier Class SNMP virtualization layer enables distributed and highly available 

data collection, reducing scalability issues and thereby further reducing reliability issues. 

The addition of the virtualization layer removes single points of failure, reduces the impact of slow 

WAN links, permits transparent normalization of results and reduces the complexity of change 

management when upgrading network elements. Critically, the network remains manageable despite 

its size. 

Monitoring and trending is subject to far less error with the virtualization layer and this, in turn, reduces 

the chance of GIGO (Garbage In, Garbage Out) affecting the planning cycle. Network traffic is typically 

bursty. With a dedicated local poller, monitored data is less likely to be lost because of high utilization 

peaks. This leads to predictable traffic trends and the possibility of optimizing existing infrastructure, 

such that capital expenditures can be properly budgeted and possibly even reduced. Likewise, 

“Carrier Class” SNMP helps increase customer satisfaction. Availability of accurate performance data 

reduces the likelihood of SLA violations due to high traffic volume and congestion. Moreover, as the 

statistics in the customer reports are now more reliable, more detailed breakdowns may be given with 

confidence, adding trust and value to the relationship.  

3 The Nexus Carrier Class SNMP Solution 

Nexus Telecom is the only performance monitoring company to have really looked at the requirements 

of Carrier Class SNMP. Unlike its rivals, Nexus has spent some eight years developing its product and 

is confident that its NexusMETER Virtualization Layer Architecture Solution does indeed provide 

Carrier Class reliability and Scalability. 

The Nexus Carrier Class SNMP solution has the following features: SNMP devices are monitored by 

dedicated Data Collectors (pollers). These pollers are distributed across the network, can operate in 

“Hot Standby” mode and can automatically load share. Within each poller, the database of retrieved 

information can be backed up (and restored) and the poller may be configured to use a number of 

methods to reduce data collection traffic overhead, such as combining requests in a single PDU and 

directly accessing specified OIDs without walking the MIB tree. In addition, monitored network 

elements may be polled on different configurable polling schedules and the data retrieved may be 

normalized if required. 

The solution is illustrated in Figure 2 on the following page. 
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Figure 2: The Addition of a Virtualization Layer Pr oduces Carrier Class SNMP Reporting 

Starting at the user end, NexusMETER operators run the appropriate clients on their computers. 

These clients communicate with the NexusMETER Server, which stores the gathered performance 

data in a database and processes it to produce additional statistics. Although the NexusMETER 

Server is not limited to storing data from SNMP devices, other data collection methods are beyond the 

scope of this paper. SNMP data is fed into the NexusMETER Server’s databases via the 

NexusMETER SNMP Data Collector sub-system. The NexusMETER Server pre-calculates common 

statistics (such as daily or monthly utilization), thus increasing the speed with which reports can be 

generated. 

The SNMP Data Collector subsystem consists of the Main PC or Poller (optionally more than one for 

high availability) and at least one active or standby data collector. The data collectors are generally 

placed nearer to the network devices they are monitoring and work to gather the statistics under the 

control of the Main PC(s). The ability to have redundant Main PCs and Pollers means that the entire 

system is fault tolerant. Furthermore, files containing the network information can be backed up and 

are not lost if the network between the main PC and the NexusMETER Server goes down. In the 

event of such a network failure, data gathered by the main PC is stored in the main PC, with periodic 

attempts to reach the database server. 

In a redundant configuration, where there is more than one main poller, the NexusMETER Server will 

only use updates from the first poller to report data for a particular time period. Data sent by other data 

collectors is not stored in the database. However, this data is not lost and can be used as a double 

checking source if, for example, the data from the first poller is considered suspect. 
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The Main PC queries active pollers to ensure that they are still functional and will switch to a standby 

poller if the active poller fails to respond to two sequential keep-alive messages. If the active poller has 

in fact failed, there will be a short period of data loss, as no other poller will have queried the same 

network elements at this time.  

3.1 Minimizing Data Loss 

The addition of the virtualization layer of pollers means that data is not lost even if the Main PC or the 

NexusMETER Server goes down or is no longer reachable. Each poller and Main PC will store all the 

data it receives until it can pass it on (though it can optionally keep it as long as there is sufficient disk 

space), which means that there is no data loss during outages. This is a key difference from the 

traditional single layer SNMP system in which data retrieved after an outage is far less accurate.  After 

all, it is vital to have the most accurate data about what was happening when the outage occurred for 

post-event forensic analysis. By regularly querying the network elements, even during times of outage, 

it is possible to build a detailed picture of traffic flow and device performance during the outage and 

recovery times. If the only available poller was the central database, this level of detail would not be 

available, since the central database would not be able to uncover transient data (e.g., element CPU 

utilization), and nor could traffic spikes be determined, as the system would only be able to retrieve a 

summary of information after the outage is fixed.  

3.2 Virtualization Layer Architecture of NexusMETER 

A number of techniques are combined to produce Carrier Class SNMP in NexusMETER’s 

Virtualization Layer Architecture. The Virtualization Layer Architecture means more than just a resilient 

virtualization layer. It also refers to intelligence in the layer, which minimizes the impact of monitoring 

traffic on the network, as well as to highly efficient SNMP systems, which both reduce traffic and the 

CPU load on the monitored network elements. This low impact is achieved via: 

 Definable polling periods per interface or device queried 

 Specified MIB OID retrieval 

 Dynamically generated PDUs with multiple OIDs retrieved at once 

The result is a monitoring system that produces large amounts of performance data without adversely 

impacting the network it is monitoring. NexusMETER’s Virtualization Layer Architecture is proven to be 

reliable and efficient, and has been deployed to provide performance data from some of the largest 

carrier networks in the world. 
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4 Real Customer Network Implementation 

One network that has benefited from Nexus’ Virtualization Layer Architecture is a large North 

American (inter)national carrier. 

The carrier has thousands of routers to manage and monitor and each router, of course, has multiple 

interfaces. As is the way in such networks, not only are the numbers huge, but the network is 

geographically dispersed, with a requirement to serve all of the major metropolitan areas in the 

carrier’s country. The network has a presence at all major centers and the network equipment is 

heterogeneous, with products from multiple vendors and the usual mix of firmware levels. 

The carrier evaluated offerings from multiple monitoring vendors before choosing Nexus. Nexus was 

chosen for its efficiency and reliability, which was significantly better than its peers.  

The carrier has been able to manage thousands of devices with one poller – it has two Main PCs and 

19 active and standby pollers, covering some 20,000 routers and querying some 60,000 interfaces. 

The carrier found that it could monitor its entire network using just two pollers, but chose to deploy 

more so that it could place them closer to the devices they were monitoring. 

5 Virtualization Layer Architecture Helps the Bottom 
Line 

Carrier Class SNMP, as provided by NexusMETER’s Virtualization Layer Architecture, is more than 

just a tool for producing reports. By ensuring that these reports are accurately founded and that they 

capture the critical traffic peaks, network managers and supervisors can reduce risk, save money and, 

as a result, enhance network utilization, while increasing revenues and customer satisfaction. 

The key to network management is accurate, reliable and timely data, without which the entire 

planning process is risky. If the statistics used to extrapolate trends are mere “guesstimates” because 

of lack of data, it is impossible to plan effectively. Network traffic is almost always bursty, with semi-

predictable peaks and flows. It is important to be able to precisely identify when and where the peaks 

occur. A management system that loses data during peaks will provide highly misleading statistics.  

The positioning of pollers closer to the network elements they are monitoring reduces the likelihood of 

such packet loss and its concomitant smoothing down effect. With NexusMETER’s Virtualization Layer 

— and because the collated data is stored, with a timestamp — if the subsequent forwarding of the 

polled data to the NexusMETER Server is lost, it can easily be retransmitted, in which case the peaks 

will be well noted. 
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Furthermore, NexusMETER’s flexible pollers allow different network interfaces to be polled at different 

rates. Thus trunks which appear to be congested (e.g., where the 5 minute averages are consistently 

above 50%) can have their polling frequency increased to, for example, once every one or two 

minutes, without requiring other less busy interfaces to be polled at this level as well. This keeps the 

monitoring overhead low, even though it is concentrating on potential trouble spots.  

Improved efficiency with the Virtualization Layer Architecture provides a reliable foundation on which 

to base decisions. With accurate data gathered, real trends can be predicted and networks can be 

sized correctly to cope with spikes in usage. In other words, traffic growth becomes predictable and 

there is no need to add a “fudge factor” to compensate for traffic patterns you believe are present, but 

are unable to confirm. As well, accurate data makes it possible to budget and perhaps even reduce 

capital expenditure, because it is now possible to optimize the use of existing infrastructure. 

Not to be forgotten, all of this improved efficiency serves to improve customer satisfaction. Firstly, 

usage spikes are detected, reducing the likelihood of SLA violations and outages due to traffic volume. 

Secondly, because the statistics are reliable, not only can they be provided to the customer with 

confidence in their accuracy, they can also help the operator be proactive in suggesting upgrades or 

changes to agreed throughput maximums, rather than have the customer find himself abruptly cut off 

due to breach of a limit. 

6 Conclusion 

As is well known within the IT profession, the addition of Virtualization helps increase Efficiency, 

Reliability and Scalability. SNMP, as implemented, has demonstrable and well-known weaknesses in 

all three of these areas, which limits it in terms of its applicability as an end-to-end method of 

monitoring carrier networks. NexusMETER’s Virtualization Layer Architecture addresses precisely 

these weaknesses in traditional SNMP monitoring and thus provides a true Carrier Class SNMP 

solution, which in turn provides clear benefits in terms of informed decisions to the managers of large 

networks.  

NexusMETER’s Carrier Class SNMP is backed by eight years of experience in some of the largest 

carrier networks in the world.  We can back our claim of Carrier Class in a way our competitors simply 

can not do. 
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7 About Nexus Telecom 

Founded in 1994, Nexus Telecom is a privately-held company with headquarters in Zurich, 

Switzerland and regional offices in Canada, Chile, South Africa and Pakistan. With over 200 

employees, Nexus Telecom is a major OSS/BSS vendor delivering sophisticated state-of-the-art 

telecom management solutions to 2G, 3G, NGN and VoIP service providers and network operators 

worldwide. 

Nexus Telecom - Network and Service Investigation 

Nexus Telecom provides investigation tools and techniques with which telecommunication service and 

network malfunctions and degradations can quickly be determined and successfully solved. Based on 

scientific analysis methods, these investigation, troubleshooting and monitoring tools help to unravel 

the hidden secrets behind often complex and mysterious service malfunctions. 

Product Portfolio - Full range of investigation too ls 

Nexus Telecom offers a wide range of such investigation tools used to effectively study problem 

cases, to collect and process transaction 'evidence' data, to correlate and combine events, to translate 

and decrypt transaction details and ultimately, to solve the case and fully 

restore the respective service quality. Clearly, such tools are 

indispensable to network operators and service providers who are 

committed to improving service quality to all their business and residential 

customers. 

Nexus Telecom - Partners and Customers 

With solutions deployed in over 100 countries, Nexus Telecom’s installed 

customer base spans the globe, assuring service quality and revenue 

streams for many of the world's best-known telecom operators. For small and 

large service providers alike, including the world's largest GSM/UMTS network operated by T-Mobile, 

the highly scalable and modular end-to-end solutions from Nexus Telecom maximize the service 

provider's competitive edge through excellent ROI, quick and smooth launch of new services, and 

greatly increased end-customer satisfaction. 

Nexus Telecom’s fast time-to-market strategy is to gain early in-depth know-how about upcoming 

network technologies through strong development partnerships with leading network equipment 

manufacturers such as Nokia Siemens Networks, Nortel and Alcatel Lucent. 
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