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Executive Summary

Almost all service performance problems can be placed into one of two categories: availability, or
performance impacted/ thresholds exceeded.

P Infrastructure faults occur when things break — whether they are related to the network, switches,
servers, storage, database, applications or security. Infrastructure performance problems often
occur under “brown-out” conditions, where services are available but are performing poorly or
below agreed levels. From the user's perspective, however, a slow infrastructure is a broken
infrastructure.

P> Abnormal behavior conditions in which performance, utilization or capacity thresholds are
exceeded, such as when demand/load factors fall significantly above or below observed baselines.
As all of the above categories have an impact on the delivery of services, telecom operators and
enterprises are increasingly demanding new performance reporting OSS solutions.

As the above categories have an impact on the delivery of services, telecom operators and service
providers are increasingly demanding more pro-active tools within their performance reporting OSS
solutions.

This whitepaper presents a number of real world User Cases, along with detailed examples identifying
to the business decision maker how Service Providers can crucially reduce their OPEX and CAPEX
costs through implementing Nexus Telecom’s rules-based approach to performance event
management — Nexus SLV.
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1 Challenges for Service Providers

1.1 The Business Need

As the end-users of network services mature, they become increasingly sensitive to the business
impacts of the communications services on which they inherently rely. Thus for Network and Service
Providers a best-effort approach to service management is no longer a viable option. Service Quality
Management must be a REAL-TIME activity, with continual assessment of service impacting events
using Key Performance Indicators, as derived from the network. A tool that can provide the added
ability to relate these events back to the applications running on top of these services is now in hot
demand.

Figure 1: Value Added Performance Management
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1.2  Performance Management Trends

Performance Management of networks has typically concentrated on the lower layers of the potential
service impacting problem (i.e. the physical elements and their interfaces). The theory behind this
strategy was that the majority of faults occur at the physical layer; with the assumption that IF the
physical layer is operating correctly THEN the higher layers must also be functioning correctly. This is
the typical level at which the majority of Fault Management/First Alert OSS applications traditionally
operate.

With the increase in the number and complexity of network services, the physical layer is no longer a
good reference indication of the current state of a network service. As such, protocol layering and
encapsulation is increasingly used by network providers to offer a wide range of differentiated services
over a single heterogeneous network core. For example, the physical status of your ATM core
provides no indications of the viability of an IP service that is failing due to routing or congestions at a
higher protocol level. A higher level of measurement and monitoring is therefore required.
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2 Nexus’ Approach to Service Level Verification (SLV)

2.1  Service Management and Service Reporting

Pro-active and Re-active Performance Management

Various solutions exist, NexusSLV amongst them, to provide enhanced information to the network and
service management team at higher-levels in the network service solution. However, the majority of
these solutions rely on a re-active operating model. Information is accumulated from the network
elements in real-time and stored into a database for later analysis. At some point in the future, an
assessment is made of various key performance parameters, either via pre-scheduled or manual
executions of a report or data extraction. However, even then, it is left to the operator to manually
assess the results of the returned data, reviewing printed results or screen reports, looking for the
peak in the error count or the dip in the service availability, for example.

How much easier would it be if the OSS system were continuously looking through the performance
data as it entered into the system, continuously assessing the health of each element at multiple levels
in the protocol stack, looking for the “fault” situation?

Performance Event Notification and Resolution

Once aware of a fault situation, what do you do with it? While some research has branched into the
area of self-healing networks, the majority of high-level faults require manual interaction with
operations staff. This means that some form of notification is required from the OSS software to the
operator. But who should be notified? A message sent to the wrong recipient is as good as no
message. What is the most appropriate contact medium? Add to this the problem of message
overload, when too many messages are sent to too many people, and it becomes clear that focused,
targeted messaging notifications are of paramount importance.

Noatification types include the following:

P> Email
P Higher Level Management interface (via SNMP trap)

P Other notifications / user classes

Correlation of Services

In summary, it is vital to relate the events and service summary to a customer. A four second outage in
the middle of the night may not be vital for a retail customer whose business hours are 9:00am to
5:00pm, but this outage would be unacceptable to a customer in the financial market where 24 hour
access to international markets around the globe is required. In this case, an outage could literally cost
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the company its livelihood. Above all, we must know who the customer is, what their sensitive
business hours are, what their working week is, when they might afford a reduction or loss in services,
and what level of service degradation they would tolerate.

2.2 Service Level Verification

Change is a constant, requiring any performance management reporting system to be automated,
adaptable and extensible. The number of multi-vendor, multi-technology hardware and software
elements in a typical Service Provider's environment exponentially increases the complexity of
managing a real-time, on-demand infrastructure. In response to this requirement, Nexus Telecom has
added an enhanced pro-active monitoring tool — Nexus SLV (see Fig2) — to its NexusMETER network
and service performance reporting application.

Nexus SLV delivers a rules-based network and service performance reporting tool, available as an
additional module to the NexusMETER product. SLV provides service level verification reporting and
notification based on a wide range of metrics available from the centralized performance management
database that already exists in your operations environment. Additionally, of course, SLV can interface
with a range of 3rd party OSS information sources, including CRM or Trouble Ticketing systems,
providing valuable additional metrics for SLV assessment. The flexible assessment rules at the core of
SLV are designed to be defined by the network provider. Each rule defines the criteria to be assessed,
the scope of applicable network elements / interfaces to assess, the schedule for assessment, a
trigger level at which a violation is considered to have occurred and, finally, an escalation to be
performed when the trigger level is reached. Notifications resulting from rules that fail their threshold
assessment can be passed on to a wide range of messaging interfaces including, but not limited to,
SMTP mail or SNMP Traps (for higher level umbrella OSS integration).

In summary, as a centralized point for the control and management of events, NexusSLV gives
service providers a comprehensive view of the data flowing through their network. It transforms event
performance data into useable information that facilitates more efficient operations, improves revenue
assurance and allows service providers to make strategic business decisions. This enables network
operations to rapidly respond to changing market conditions, grow their business and enhance their
competitive edge. Highlights include:

Verifies Service Level performance criteria
Measures customer service and access metrics
Builds flexible rules, exceptions, etc.

Applies internal thresholds

Yy v ¥y vY ¥

Provides notification triggering for reports, e-mails, fault management systems integration, etc.
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Figure 2: NexusMETER Information Flow
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3 SLV User Case Scenarios

3.1  Managed Service Provider — Financial

Figure 3: Example of Significant OPEX Benefits to a Financial Sector SP

Service Providers of business-critical services to the financial community are under stringent customer
Service Level Agreements (SLA) to provide an availability of 99.9999% (31.5 seconds downtime per
year) for their services. This translates to a network and service monitoring and notification application
that can accurately and quickly report on outages, or more importantly on predicted service outages —
providing a pro-active service-based reporting capability to the Network Operations Center (NOC), and
the Service and Capacity Planning departments for immediate attention.

Figure 3 highlights, for a Service Provider to the financial community, the users and departmental
functions that receive Performance Reports for an ATM-based core network in support of their daily
operations (e.g. capacity planning, trending and monitoring, operational support groups, and SLA
Reporting teams — whose roles are to closely monitor the continual service availability levels provided
to the end user). QoS reporting requirements for this provider also include Cell Loss Ratio (CLR), Cell
Transfer Delay — Latency (CTD), and Utilization (especially “busy hours”), which are continually
monitored to assure a consistent QoE to all users.

In summary, Nexus SLV has completely removed the OPEX overhead of previously manual operation
workflows for this customer’s operation, in the following key areas:

Trend Analysis & Investigation
Trend Analysis & Network Resource Run-out Dates

Fault Diagnosis & Investigation
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SLA Reporting

3.2 Managed Service Provider — Government

A Service Provider to a private government network must ensure that the specific services they deliver
over the ATM network core are being optimally managed on an ongoing basis. The requirement in this
case is for the following services and interfaces to be monitored, with the flexibility to configure
independent maximum and minimum thresholds against the corresponding KPIs in question:

CES Channels
BTDS Channels
ATM Ports
ATM PVCs

Critically, the end-user service criteria (SLA) is measured on a “no-service no-pay” basis, so
NexusSLV essentially delivers a service monitoring reporting and alarming capability, based on
performance events, to ensure this level of service availability is provided.

The two main functional users for this pro-active service-based performance reporting are the:

Network Operations Center (NOC) — for overall KPI monitoring and alarming (integration into the
OSS FM umbrella is provided, with time stamps, alarm details, node name, connection service,
metric value and threshold violations reported in the notification event).

Network Capacity Planning departments (standard reports and distribution)

3.3  National Wireless Operator — Mobile

A well-known national wireless operator with over 3 million subscribers utilizes NexusSLV to provide
rapid alarm notifications to their NOC Operations & Maintenance team. The overall requirement in this
case is to provide KPI monitoring for the SGSN and GGSN nodes, based on 3GPP standards, with
detailed pre-defined threshold event and alerting rules, with a notification alerting time to within 10
minutes of data being populated into the performance database. Emails and an SNMP trap with
performance-specific data are propagated accordingly for escalation process.

As an example, the following wireless KPIs are monitored:

2G/3G KPIs
- Attach Success Rate
- Activation Success Rate

- Retainability Success Rate

2.5G KPIs
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- Activation Success Rate

3.4 OPEX & CAPEX Savings

NexusSLV clearly assists in reducing OPEX in a number of scenarios. Shorter mean times to repair
(MTTR) represent revenue gains in two ways: 1) Maximum availability of network elements and
services; and, 2) Minimized labor cost and expenses.

MTTR OPEX Savings in the NOC

Where MTTR cost saving is a function of # of daily exceptions (notifications) x average MTTR
improvement (i.e. using NexusSLV).

Example: For a given network in which an average of 8 exceptions (thresholds) are raised per day,
with a typical average MTTR saving of 1 hour = a total of 8 hours per day OPEX saving (40
hours/week), or in other words = 1 man year OPEX reduction.

SLA Adherence OPEX Savings in the SOC

Of course, saving OPEX in the NOC is only ONE area that benefits from having a pro-active service-
based performance reporting tool. Significantly more savings are realized through the ability of a
Service Provider to offer continuous service availability, often at stringently high SLAs (e.g. 99.9999 %
availability). In these cases, any tool that can reduce the number of potential SLA breaches, and
hence minimize OPEX, is of value.

Example: Continuing the example from above, IF potential service-impacting effects are minimized
by 30% per year and a $1m SLA is in operation, there is a potential annual saving of $300k.

Maximizing CAPEX Value of Network Resources

Utilization levels and close monitoring of resource capacity levels can significantly reduce the MTBF
(Mean Time Before Failure) of a given node, interface or service. This level of monitoring also ensures
that resources can be managed with maximum efficiency, thus minimizing the unnecessary over-
provisioning of given services and capacity --> minimizing ongoing CAPEX costs.
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4 Benefits Summary

Network Operations Center OPEX savings for operational support activities,
significantly lessening the load and significantly
improving MTTR service times

Capacity Planning and Resource Management CAPEX savings for the capacity and resource
management operations by heavily minimizing
the service MTBF rates

Service Operations Center OPEX minimization and assured SLA CSAT
through pro-active service based real time
Service Level
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5 Glossary

API Application Programming Interface
BSS Business Support System

CRM Customer Relationship Management
ECF Event Charging Function

IP Internet Protocol

LAN Local Area Network

OA&M Operation, Administration and Maintenance
0SS Operation Support System

QoS Quality of Service

SLA Service Level Agreement

SLV Service Level Verification

SMS Short Message Service

SNMP Simple Network Management Protocol
VolP Voice over IP

VPN Virtual Private Network

WAN Wide Area Network
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6 About Nexus Telecom

Founded in 1994, Nexus Telecom is a privately-held company with headquarters in Zurich,
Switzerland and regional offices in Canada, Chile, South Africa and Pakistan. With over 200
employees, Nexus Telecom is a major OSS/BSS vendor delivering sophisticated state-of-the-art
telecom management solutions to 2G, 3G, NGN and VolP service providers and network operators
worldwide.

Nexus Telecom - Network and Service Investigation

Nexus Telecom provides investigation tools and techniques with which telecommunication service and
network malfunctions and degradations can quickly be determined and successfully solved. Based on
scientific analysis methods, these investigation, troubleshooting and monitoring tools help to unravel
the hidden secrets behind often complex and mysterious service malfunctions.

Product Portfolio - Full range of investigation too Is

Nexus Telecom offers a wide range of such investigation tools used to effectively study problem
cases, to collect and process transaction 'evidence' data, to correlate and combine events, to translate
and decrypt transaction details and ultimately, to solve the case and fully

restore the respective service quality. Clearly, such tools are
indispensable to network operators and service providers who are
committed to improving service quality to all their business and residential
customers.

Nexus Telecom - Partners and Customers

Nexus Telecom
Zurich

With solutions deployed in over 100 countries, Nexus Telecom’s installed
customer base spans the globe, assuring service quality and revenue
streams for many of the world's best-known telecom operators. For small and
large service providers alike, including the world's largest GSM/UMTS network operated by T-Mobile,
the highly scalable and modular end-to-end solutions from Nexus Telecom maximize the service
provider's competitive edge through excellent ROI, quick and smooth launch of new services, and
greatly increased end-customer satisfaction.

Nexus Telecom'’s fast time-to-market strategy is to gain early in-depth know-how about upcoming
network technologies through strong development partnerships with leading network equipment
manufacturers such as Nokia Siemens Networks, Nortel and Alcatel Lucent.
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Nexus Telecom, Zurich, Switzerland

This document and all the information contained herein is subject to change without notice and should
not be construed as a commitment by Nexus Telecom. Although we believe the contents of this

document to be accurate, Nexus Telecom assumes no responsibility for any errors that may occur in
this document.

Nexus Telecom, and all Nexus Telecom Logos are trademarks of Nexus Telecom.

All other trademarks are acknowledged and are the property of their respective owners.



